Issue 4
2017 July/August

INSIDE THIS ISSUE
A Note from the President . . . . . . 1
Spotlight on Susan Sosbe . . . . . . 2
Diversity and Inclusion . . . . . . . 3-4
Diversity in Compliance . . . . . . . 5
Relaying and Diversity . . . . . . . . 6
Diversity in Energy Management . 7
The Seam . . . . . . . . . . . . . . . . . . 8

A Note from the President

Generation . . . . . . . . . . . . . . 9-10

Tim Gallagher, President and CEO

RF’s Diverse Generation Mix . . . 11

Dear Stakeholders:

The Lighthouse . . . . . . . . . . 12-14

In this issue we discuss diversity.
Personally, when I think about diversity, I
think about strength. For those of you
who enjoy wood working, think of a
sheet of plywood. The various
laminations that go into forming a sheet
of plywood come from different trees
and when they are put together they are
assembled so that the grain is rotated
90 degrees and then glued together.
What results is a sheet of wood that is
far stronger than a single piece of wood
could ever be.

Federal Reserve, security analysis,
quality assurance industries and more.
And we have systems engineers,
mathematicians, system protection
engineers, system operators, attorneys,
accountants, reliability engineers, IT
professionals, security professionals,
system planners and more on staff. This
diversity of experience allows us to be
innovative, challenge the status quo,
proactively identify new problems before
they become major issues, and come up
with creative solutions to the everchanging risks that face our industry.

Diversity is much the same and it is
what makes organizations strong.
Diversity is the full range of differences
(and similarities) that make each
individual unique, some of which are
visible, some which are invisible, and all
of which are important. Some
examples of the various forms of
diversity in the workplace are age, race,
gender, ethnicity, religion, work
experience, education and expertise. By
selecting people from 'different trees',
we can think deeply about problems
and see them from different angles and
perspectives. At RF, we have employees
from all facets of utility operations and
various industries such as the military,
healthcare, aerospace, automotive,

RF’s diversity does not stop with the staff
- we are fortunate to have a diverse
footprint, comprised of RTOs,
transmission only companies,
generation only companies, cooperatives, municipal systems, and
vertically integrated utilities, all working
together to fulll the RF mission of a
reliable and secure bulk power system.
The RF Board is also diverse, having
sector representation of all stakeholders
coupled with independent directors who
are experts in cyber security, nance,
telecommunications and the workings of
the federal government. There is also
discussion in this newsletter about how
diversity in BES components (e.g.,
relays, EMS) can strengthen reliability.
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Forward Together

As you read this issue, I encourage you
to embrace diversity and recognize the
power it brings.
You may have noticed that the SPP RTO
has publicly announced that it has
decided to no longer support the SPP
Regional Entity (SPP-RE) by the end of
2018, which it had done since the
implementation of the Energy Policy Act
of 2005 and for many years prior to
that Act being passed. This means that
the registered entities in the current SPPRE must nd a new Regional Entity to
conduct their compliance oversight,
perform reliability assessments, assist
them with reliability issues, etc. NERC
has established a process and will be
providing assistance to help these
entities make smooth transitions to their
new Regional Entity.
While ReliabilityFirst certainly welcomes
any current SPP-RE registered entities to
join us, please understand that we will
be adhering to NERC’s process and
letting it work before becoming active in
discussions.
Forward Together,
Tim

ReliabilityFirst

n

Spotlight on Susan Sosbe
RF is pleased to welcome Susan
Sosbe as the newest member of the
Board of Directors. Ms. Sosbe will
serve as the Small Load Serving
Entity (LSE) Sector Representative for
the remainder of the current term
(expiring at the end of this year),
and for the upcoming term expiring
in 2020. She joins an already
impressive group, and we look
forward to her expertise and
contributions.

We asked our new Board Member to share some of her
experiences with us and thoughts on diversity, the value
of RF, and looking forward at her term.
Could you please tell us a little about your
education background and professional
experience?
I am in my ninth year as the Compliance Manager with
Wabash Valley Power Association (WVPA). My overall
responsibilities include NERC Compliance for WVPA,
JRO Member Cooperatives, and Holland Energy, LLC;
and Safety and Insurance (for WVPA and Holland
Energy, LLC). We have built successful Compliance
Programs for both Holland Energy, LLC and WVPA. I
am committed to risk management and am a core team
member of the WVPA Internal Risk Committee. I report
to the Executive Vice President of Transmission and
Regulatory Affairs, who reports directly to the CEO.
I graduated from Butler University, Indianapolis,
Indiana, with a Bachelor's degree in Business
Administration, and a double minor in Management
and Marketing. Prior to joining WVPA, I was the
Director, EHS and Kaizen (lean manufacturing) for
Aearo Company. Under my leadership, Aearo showed
tremendous improvement in Safety performance and
held numerous World Class Kaizen events, resulting in
improvements in manufacturing practices, productivity,
and Safety. Kaizen saved the company millions of
Page 2
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dollars. I really enjoyed our Kaizen events and the
opportunity to work directly with plant personnel to
make improvements. In one location, an employee
walked over 23 miles per week due to needed supplies
being stored so far apart. Through Kaizen tools, we
improved our storage methods and greatly reduced his
walking distance. He commented that with such little
exercise going forward, he would have to back off on
the donuts!
How will your background and experience
enhance your service to the RF board?
WVPA is a member of ReliabilityFirst and I have served
on the RF Standards Committee and am currently a
WVPA representative on the RF Reliability Committee.
As highlighted in RF’s 2016 Annual Report, RF's goals
for 2016 were being risk-informed, analytical, and
reliability-focused; and providing value by identifying
risk and aiding in risk mitigation. I hope my experience
in process improvement and risk management will be
an asset to RF.
What sparked your interest in joining the RF
Board?
I think RF has always been one of the lead Regions in
outreach and communication. RF was also one of the
rst Regions, I believe, to begin the Inherent Risk
Assessment Process. The smaller Registered Entities
have strongly felt that the “one size ts all” approach of
the application of the Reliability Standards and past
audit practices presented a compliance burden to the
“small sh.” Through efforts undertaken by the
Regions, such as RF, this has been changing.
Additionally, through outreach programs, RF has taken
a lead in reaching out to smaller Registered Entities to
assist them in developing their compliance programs. It
is my honor to represent the Small Load Serving Entities.
This issue highlights some of the diversity in our
footprint. Coming from a non-prot
cooperative, could you share your thoughts on

how WVPA ts in with our region and the value
of being involved with RF?
With a mix of densely populated metropolitan centers
and small cooperatives, RF's footprint is extremely
diverse. WVPA has interconnections to so many of RF's
larger Registered Entities, and of course, the majority of
our load is in the RF Region. For the smaller Registered
Entities, such as the cooperatives in RF's footprint, the
outreach and communication efforts by RF are a
tremendous assistance in our compliance and reliability
efforts.
Another theme we explore throughout this issue
is how diverse practices can aid reliability, do
you have any insight on how you have seen
diversity, in any sense, strengthen a program?
Diversity is a key element of the success of any
program. During our Kaizen Events, personnel at all
levels of the organization and all skill sets participated.
It was vital to have the oor operators in the Kaizen
Events as they knew the processes, and what was
workable from a storage and space perspective. These
operators also represented all department members, so
it was important that they believed in the improvements
made and the processes developed or revised, so they
could help others adjust and accept the improvements
made. We, as individuals, each come from different
backgrounds, just as our RF Registered Entities each
have slightly different business models. We ALL as
Registered Entities and as individuals contribute to the
success of RF and the reliability of the grid.
Any nal thoughts, as you consider the term
ahead through 2020?
I am honored that the RF Small Load Serving Entities
elected me to represent them on the RF Board and have
placed their faith in me. My ultimate goal at the end of
my term is for the entities I represented and the RF
Board and staff to say, “She made solid contributions
and represented her entities well.”

nS
n

Diversity and Inclusion – Why Now?
By: Laurie Dowling, National Utilities Diversity Council

Why is Diversity Important? Why Now?
The US is facing the largest turnover of workforce in our
nation's history as the baby boomer generation retires.
Some have called this effect the “silver tsunami.”
Whatever we call it, there is a change underway in the
employment landscape.
What we know is that in the utility industry at least 40%
of employees are eligible for retirement or will be in the
coming ve years (this number is much larger in some
job categories). We also know that the make up of the
US population, and the pool of future employees,
continues to change as generational, gender, and racial
diversity increases in current and future workers.

Some of it is pragmatic.
Ÿ

10,500. Number of people who retired every
day in the US in 2016.

Ÿ

A 2014 survey by MyKindaCrowd found that
69% of students between the ages of 12 and 25
said that the lack of diversity in a workplace
would prevent them from working for a
particular employer. This data reects
Generation Z, who have just turned 18 and are
entering the workforce.

Ÿ

But Why is Diversity Important?

“It makes good business sense to have an
employee base that looks like our customer base.
To truly serve the populations we want to serve, we
need diverse groups of employees, suppliers and
vendors.” (42% of AT&T’s workforce is people of
color.) Cynthia Marshall, AT&T (Workplace
Diversity and Inclusion Gets Innovative, SHRM
2017)

Who will do the work?
Ÿ In 2016 the President’s Council of Advisors on
Science and Technology stated that over the next
decade 1 million additional STEM graduates will
be needed in the U.S.
Some of it is math:
Ÿ By 2044 the US will be a multi-ethnic majority
country.
Ÿ By 2020 34% of the workforce will be from the
millennial generation.
Ÿ 35%. Data shows us that companies with a
diverse workforce are 35% more likely to
nancially outperform the industry median
Ÿ 3. Median years of tenure for millennial
employees aged 25-34.
Ÿ 9.2. Median years of utility employees in 2014.

Ÿ

The Public Policy Institute of California projects a
shortfall of 1 million college graduates to do
work in CA alone by 2025.

Ÿ

“If you’re not good at attracting and retaining
women and people of color, you're competing for
a smaller portion of talent.” Joe Gerstandt
(Workplace Diversity and Inclusion Gets Innovative, SHRM 2017)

Some of it is about perspective.
Ÿ For over two decades scientists have concluded
that diverse teams bring new and varying
perspectives to problem solving. (Making Differences

photo by Kirsten Chilstrom 2017
Matter, Thomas & Ely, HBR 1996)

Ÿ

There is additional data that indicates valued team
members who have different experiences can help
companies avoid the “group think” trap that can
ensnare teams with only similar perspectives.

What about the bottom line?
Ÿ Most companies track benets from the
involvement of their diverse employees, but the
story of PepsiCo’s Frito Lay division is very
interesting. In the early 2000s Latino employees –
avor scientists, marketers and the President, Al
Bru – worked together to take the snacks that were
selling well in Mexico (Sabritas) successfully into
the US market. They also tapped their unique
cultural knowledge (and that of their families) to
design new avors such as limon, chile lime and
other new tastes that had a signicant impact on
PepsiCo's Frito Lay division bottom line.
Where does supplier diversity come in?
It’s good business.
Ÿ Supplier diversity is not only good business; it is a
wise practice to enhance connections with the
communities served – our customers.
Continued on page 4
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Diversity and Inclusion – Why Now?
Continued from page 3

Ÿ

Ÿ

Consumer products companies like PepsiCo and
IBM see supplier diversity as a way to make
connection between the company and its
customers. For example, IBM's commitment to its
LGBTQ suppliers, as early as the late 1990s, can
be tracked to its push to grow market share with
the LGBTQ community.
Consistent work with diverse suppliers helps grow
the economy in communities in which a company
operates. Diverse suppliers often hire increasing
numbers of diverse employees.

What about the bottom line?
Ÿ A number of companies, including San Diego Gas
& Electric Company cite instances in which their
diverse suppliers deliver creatively, under budget
and on time and at highest quality.
What about Inclusion?
To highlight the importance of inclusion, we need only
look at the data cited before. What we know is that we
are replacing a large work population with a smaller
one. And we know that even with increased automation
in some functions, there will be an increasing (and likely
hard to meet) need for people to do the work of our
industries, people for whom other industries also will be
competing. And as our tools continue to become more
sophisticated most of our employees will need some
facility with STEM topics and skills.
If we follow this equation to its likely conclusion, it
means that our companies, agencies, commissions and
organizations will need to focus on talent and job
potential rather than the outer packages of race,
gender or physical ability. This presents an opportunity
for tremendous creativity in how we approach
organizational and industry opportunities and
challenges. But we will need all hands on deck to
Page 4
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manage these challenges in an industry whose very
denition is increasingly uid. The way this can work is
if all of us in the boat are able to pull in the same
direction. That only works if we feel like valued
members of the team – if we all feel truly included, if we
create an organizational culture that values its diverse
workforce and is exible enough to accommodate their
needs. If a group feels left out by our inclusion work,
then we're not doing it right!
The Diversity Crystal Ball
What are the challenges best in class organizations will
meet successfully in the coming years?
Ÿ Becoming an employer of choice – for Millennials
and Generation Z, for women, people of color,
LGBTQ employees, and employees with
disabilities.
Ÿ Finding a way to make working in our industry
compelling for young people in middle and high
school.
Ÿ Managing the talent pipeline, with special
attention to middle manager opportunities and
professional development.
Ÿ Adapting employee management practices to
meet the expectations of Millennial and
Generation Z employees, who wish clear and
frequent feedback and transparent pathways to
meet their career goals.
Ÿ Creating a culture that values work from all
functions and which is open to innovation from all
stakeholders.
Ÿ Remembering that while we will be using articial
intelligence and drones we also will need people
who can dig holes and pull cable. In other words,
the organizational equivalent of rubbing our
stomachs and patting our heads – the skills of
highly evolved and disciplined organizations.

If You Want to Know More
For a list of both written and organizational resources,
please contact Laurie Dowling.
About NUDC
The National Utilities Diversity Council is
a non-prot organization that educates,
develops best practices and guides efforts
that will promote diversity in the utilities
and communications industries in the
areas of governance, employment, procurement,
language access/customer service, and philanthropy.
NUDC’s programming includes webinars and virtual
panels on topics ranging from How to Be Considered
for a Corporate Board to Best Practices in Supplier
Diversity; collaborations on mentoring and professional
development; executive education/leadership seminars;
interactive toolkits on supplier diversity and workforce
diversity; and an annual diversity conference. Most
programs are available free of charge.
Upcoming free webinars include:
Ÿ September 13, 2017: “Getting to 100” How PPL’s
Business Resources Groups worked to earn a
score of 100 from the Human Rights Campaign.
Ÿ

October 3, 2017: Expanding the Denition:
Increased Opportunities for LGBTQ Suppliers.

Ÿ

October 18, 2017: Building Partnerships to
Develop the Local Workforce: Lessons Learned
from Southwest Louisiana.

To learn more about NUDC click here.
copyright 2017 National Utilities Diversity Council

Sn

Diversity in Compliance Monitoring
Risk Elements Identication:
In 2013 and 2014, the ERO Enterprise tested a number
of risk-based concepts, processes, and programs under
the Reliability Assurance Initiative (RAI), and then
implemented these new processes and programs as the
risk-based Compliance Monitoring and Enforcement
Program (CMEP).
The risk-based CMEP contains four major components
in the area of risk-based compliance monitoring, which
result in customized and diverse compliance monitoring
approaches tailored to each registered entity:
(1) Risk Elements Identication;
(2) Inherent Risk Assessment (IRA);
(3) Internal Controls Evaluation (ICE); and
4) CMEP Tools.
The Region can review and revise the compliance
oversight plan of a registered entity at any time. For
example, ReliabilityFirst may need to revise a
compliance oversight plan to account for changes to a
registered entity, a change in registration, a change in
the IRA, new Standards, changes in controls, emerging
risks, and feedback from auditors or CMEP activities.
Under the risk-based CMEP, Regional Entities will
continue to conduct three-year audits for Balancing
Authorities, Reliability Coordinators, or Transmission
Operators, as required by Section 403.11.1 of the
NERC Rules of Procedure.
However, beyond this requirement, ReliabilityFirst will
use the approach set forth above to determine the
method and frequency of compliance oversight
activities for an entity, based on the unique risks the
entity poses to the grid.
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The rst component is Risk Elements Identication, which involves identifying and
prioritizing ERO-wide risks to reliability based on “signicance, likelihood, vulnerability and
potential impact to the reliability of the Bulk-Power System” as outlined in NERC’s Risk
Elements Guide. The risk elements are mapped to related Standards and are used in
developing the ERO's annual CMEP Implementation Plan, as well as Regional Entity
Implementation Plans, and can be updated on a dynamic basis.

Inherent Risk Assessment:
The second component is the IRA, which is a review by the Regional Entity of the potential
risks posed by a registered entity to the reliability of the Bulk-Power System. Each IRA
considers factors such as assets, system, geography, interconnectivity, prior compliance
history and factors unique to the entity, and the IRA can be modied at any time. The IRA
ultimately results in a customized compliance oversight plan for the registered entity.
Because each registered entity is unique, each registered entity receives a unique
compliance oversight plan tailored to the risks posed by the registered entity. This
approach results in intelligent, risk-based diversity in compliance monitoring.

Internal Controls Evaluation:
The third component of risk-based compliance monitoring is the ICE, which is a voluntary
evaluation by the Regional Entity of a registered entity’s internal controls. An ICE can
further rene and customize the scope of a compliance oversight plan, and may remove
certain areas from the compliance oversight plan if the registered entity demonstrates
strong internal controls during the ICE.

CMEP Tools:
The nal component is the NERC CMEP Tools. Each Regional Entity determines the type and
frequency of application of the compliance monitoring tools (e.g., audits, spot checks)
appropriate for each registered entity based on risk. While the ERO CMEP Implementation
Plan may suggest a compliance monitoring tool to be used during that implementation year,
each entity’s customized compliance oversight plan is the chief output of the risk-based
compliance monitoring approach, and includes the Reliability Standards and requirements
for monitoring, the frequency of monitoring activities, and the type of monitoring CMEP tool
(e.g., audit, spot check, or guided self-certication).

nS
n

Relaying and Diversity
You think this
line has
redundant
relaying?

Redundancy and diversity go hand-in-hand, especially when it comes to relaying.
Having both primary and backup relaying on Bulk Power System assets
(redundancy) is a good utility practice, but have you ever thought about the
diversity of your primary and backup relaying?
This is an important issue for the industry. Ensuring both redundancy and diversity
in relaying helps to mitigate the fact that a single point-of-failure on a relaying
system could interfere with the operation of both the primary and backup relaying,
and possibly cause a wide-spread outage.
The NERC Protection System Reliability Technical Reference denes redundancy as
the existence of more than one means for performing a given function. This is
important because the purpose of backup relaying is to work if the primary
relaying were to fail.
However, if the primary and backup relaying are tied to a common failure mode,
the fault will need to be cleared remotely at adjacent substations on delayed
clearing. Therefore, to best ensure reliability, add diversity and ensure that the
backup relaying is independent of the primary relaying (i.e., the two relaying
systems should be on separate current transformers (CTs) and with independent
voltage sources).
Additionally, the two relaying systems should not share common DC control
circuitry to the trip coil, otherwise a single bad connection could cause a failure of
all relaying associated with that line or transformer or bus. While it is generally
accepted to use relays from the same manufacturer, one suggestion to further
increase diversity (and reliability) is to use different models, because a common
problem with the power supply or other feature could render all of your relaying
inoperable.
What about batteries or control houses? Does the primary relaying need to be in
a separate house with a separate DC battery system, with the backup relaying
existing in a second control house with a separate DC battery system?
While that would certainly be the gold-standard, it is hard to justify economically
and physically this set up. Since there is often a single DC battery system, it is
important to monitor the DC battery system to alert the operators of any battery
failure.
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It better!

So the next time you
look at a one-line, or
analyze an event, take
a second to appreciate
the diversity of the
relaying that that was
carefully designed and
engineered by your
protection personnel
and substation design
departments.
The multiple and diverse layers of protection help to keep the world's greatest
machine (the Eastern Interconnect) up-and-running and resilient!
For more information on redundant relaying, please see any of these informative
white-papers:

Sn

Diversity in Energy Management Systems
operators, especially if one of
these tools were to fail.
One of the great things about
RF's footprint is that no two
companies have the same EMS.
Even though some utilities may
employ the same vendor (such
as GE, Siemens, ABB, or OSI),
each system is customized to
meet the entity’s needs based on
their function.
The diversity of Energy Management Systems (EMS)
is a key ingredient in ensuring that system
operators maintain situational awareness of what
is happening on the grid.
An EMS is a system of computer-aided tools used
by system operators to monitor, control, and
optimize the performance of the generation and/or
transmission systems. The EMS includes several
important functions such as Supervisory Control
and Data Acquisition (SCADA), which provides the
control and indication of the system.
SCADA provides the operators the ability to
monitor voltages, frequency, and overloads; along
with the ability to open and close breakers as
necessary to redirect power or switch out
equipment for maintenance activities.
Other EMS functions include State Estimation,
which lls in data gaps and runs thousands of
simulations to help identify reliability risks, plus
Inter-control Center Communications Protocol
(ICCP) that allows control centers to share data.
Understanding these different functions, plus the
architectures of these setups is the key to
understanding how built-in diversity can assist the
Page 7

Issue #4 July/August 2017

While some companies employ a traditional setup with a primary control center and backup
control center, others prefer to operate with dual
primaries where either control center could
instantaneously take control of the entire footprint
if the other facility were to fail. Furthermore, each
entity decides on their own level of monitoring.
Some entities choose to monitor only their own
devices, including the tie lines, while other entities
expand their models well beyond their own system.
Expanding takes an extra effort to obtain the
model data and set up the ICCP links, but the
benet is that they can make better decisions by
knowing the outages, voltages, and frequency on
adjacent systems.
While the Reliability Coordinators take a high level
look of their entire footprint encompassing all of
their members, many individual entities have
found it benecial to expand their models as well
and increase their own situational awareness.
Why does this diversity matter?
It plays an important role when entities suffer EMS
outages. Historically, an EMS outage could leave

an entity completely blind to what was happening
on their system. They would not know the status
of equipment, voltages, overloads, or
contingencies. Now with the various tools in play
and the overlap from adjacent utilities, the entities
can work together to assist each other with
monitoring.
A state estimator outage may prevent an entity
from knowing its next worst contingency, but
because of ICCP links and shared data, the
Reliability Coordinator can assist by performing
Real-Time Assessments and communicating
directives to ensure reliable grid operations.
A software bug for a certain vendor’s EMS may
cause havoc on a specic system, but thankfully
the RF footprint utilizes several different vendors so
someone's EMS should still be up and running.
Diversity in communication channels between the
control centers and Remote Terminal Units also
helps to ensure that the loss of a single channel or
data center would not compromise all of the data
being sent and received.
In our upcoming issues we plan to share more
about EMS outages, their risks, mitigation, and
recommendations on how to improve your overall
run-time.
We would also like to bring to your attention that
NERC is hosting its fth Annual Monitoring and
Situational Awareness Conference this fall in
Georgia. RF looks forward to seeing three of our
member entities present at this conference as well
as presentations from vendors including the
Electric Power Research Institute. We hope to see
you there!

Sn

The Seam
Diversity & Inclusion Make a Stronger Team
By: Todd Hillman, MISO

A colleague at MISO has an insightful quote in her email
signature: “None of us is as smart as all of us.” That
sentiment applies not only to the folks within MISO – it
extends to our customers, stakeholders and thoughtleaders who are helping shape the future of our industry.
The idea that the collective group is inherently better prepared to meet the
challenges of the future is a key driver of our commitment to diversity and
inclusion at MISO.
This is a topic of much discussion among business leaders today – and rightfully
so, as diversity and inclusion can only strengthen a company’s performance. In
fact, a recent Gallup study found that gender-diverse businesses reaped higher
revenue and prots. The research also indicated such diverse teams perform better
in working environments.
We have made a concerted effort to cultivate a talented, diverse team and an
inclusive working environment where ideas can thrive. We have seen those broad

experiences and insights contribute to a higher level of service for our members
and more meaningful collaboration among our stakeholders.
If you walk into our ofces on any given day, you will meet people who represent
many backgrounds, cultures
and beliefs – and each one is
engaged in making a positive
impact on the service we deliver.
At MISO, people are our
greatest asset. It's their collective
intelligence and diversity of
thoughts and ideas that drives
the value we deliver for our
region.
Todd P. Hillman is vice president
for MISO’s South region.

PJM Releases 2016 Annual Report
PJM recently released its 2016 Annual Report. The report includes information on the changing fuel mix, gaselectric coordination, distributed energy resources, and security and resiliency. Click on the report for viewing.
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Generation
The Changing Generation Resource
Mix and Its Potential Impact
on Reliability
The changing generation resource mix and its
potential impact on Bulk Electric System (BES)
reliability has been a continuing area of focus for the
ERO Enterprise. Since 2003, NERC and the Regions
have been monitoring and reporting on the
generation resource mix, and since 2009, the NERC
Long Term Reliability Assessment (LTRA) has discussed
changes to the resource mix.
In 2010, the changing resource mix was identied as
a risk issue by the NERC Planning Committee, and in
2014 the Planning and Operating Committees formed
a joint task force, the Essential Reliability Services Task
Force (ERSTF), to better understand the potential
reliability impacts of the changing resource mix.
It is important that power system planners and

operators understand how changes in the
resource mix can affect system
conguration, composition, and
operation. These changes can potentially
have adverse impacts on system
frequency support and voltage support.
In areas of the country where large steam generators
have been retired and new generation resources are
almost exclusively variable energy resources (VERs),
the reduction in system inertia has been observed as a
steeper rate of frequency decline and a lower settling
frequency following capacity losses.
The risk of load loss due to activation of under
frequency load shedding (UFLS) is a reliability concern
if this observed trend continues. Also, the longer it
takes to recover frequency from a capacity loss, the
greater the vulnerability of the system to under
frequency load shedding from additional capacity
losses. Inertia, frequency response, and rate of
change of frequency are issues that are being
worked on by the ERSWG, the working group
successor to the ERSTF.
Another risk to the system can occur when there are
insufcient resources available to increase
generation output during a rapid reduction in VER
output, such as the solar generation reduction at
sunset. Insufcient generator ramping will increase
load/capacity imbalances, which in turn increases
the vulnerability of the system to under frequency

load shedding. This issue is also being worked on by
the ERSWG.
Conventional generation (steam, hydro, combustion
turbine, and combined cycle technologies) are
inherently able to provide frequency and voltage
support during disturbances, because they are
synchronously connected to the system and may react
automatically to these disturbances.
In contrast, inverter-based resources (e.g., wind and
solar generation) are not synchronously connected to
the system and need to have disturbance ride-through
capability in their design, so the resources remain
connected and injecting real and reactive power to the
BES during disturbances.
In some cases, VERs and other non-synchronous,
inverter based technologies may be designed to
provide “synthetic” inertia, injecting power into the
system during a frequency disturbance to assist in
arresting the initial frequency decline. These are
sophisticated automatic control actions that would
have to be designed into the control scheme and
implemented in a coordinated fashion by the industry
and device manufacturers.
Continued on page 10
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Generation
Continued from page 9

The unexpected loss of nearly 1,200 MW of solar
generation last year identied a current risk
associated with solar inverters. During the Blue
Cut re in California last year, there were
transmission line faults that uncovered issues
with how inverters handled the transient fault
conditions.
Some inverters sensed low frequency during the
fault, causing generation to trip for low
frequency. Other inverters blocked active power
output when voltages were below 0.9 per unit.
By tripping or withholding power output, this
capacity resource loss placed the system in a
more vulnerable state by exaggerating the
load/capacity imbalance following the initial line
faults. Since these multiple outages were due to
a common mode occurrence, they were a
greater potential reliability risk than the risk from
a single unit outage.
This issue is currently being addressed, in part,
by a NERC Alert issued on June 20, 2017 and
the formation of a NERC Inverter-Based Resource
Performance Task Force, which had its rst
meeting on July 20-21.
Another potential vulnerability from recent
resource mix changes relates to the nearly
exclusive use of natural gas for new fossil fueled
generation. Natural gas-red generation relies
on pipelines with “just in time” fuel delivery.
The Aliso Canyon gas storage incident in 2015,
where a gas leak resulted in a regulatory
shutdown of the entire gas storage facility, has
emphasized the potential for failures in the gas
delivery infrastructure to adversely impact electric
power reliability. Since reliability concerns related
to the shutdown of this facility continue, the
California Independent System Operator, WECC,
Page 10
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and NERC continue to monitor and evaluate the
Aliso Canyon situation. NERC is also preparing a
special assessment on single points of disruption.
Additionally, as Distributed Energy Resources
(DER) (which are not connected to the BES, such
as roof-top solar panels) increase, there is
increased vulnerability to BES reliability from a
lack of “visibility” of these resources. The loss of
any of these resources will have a direct impact
on the load/capacity balance of the BES.
If the amount and type of resources are
unknown to the BES operators, there can be an
increased vulnerability for the BES from DERs
since there is uncertainty about whether there will
be sufcient operating margin to handle a DER
loss. Issues and recommendations related to
DERs are discussed in NERC’s “Distributed
Energy Resources, Connection Modeling and
Reliability Considerations” report.
It is important that power system planners and
operators understand the potential and
cumulative reliability risks and vulnerabilities
associated with the resource mix changes noted
above. With increased diligence and cooperation
of the power system planners, owners,
operators, and manufacturers, the potential
vulnerabilities from a changing resource mix can
be eliminated or mitigated to maintain a highly
reliable electric system.

RF’s Diverse Generation Mix

nS
n

The map illustrates a small sample of the diverse generation
within the RF footprint.
RF’s footprint stretches from Lake
Michigan to the Atlantic
Seaboard, and includes all or
portions of New Jersey,
Pennsylvania, Delaware,
Maryland, Virginia, West Virginia,
Ohio, Michigan, Kentucky,
Tennessee, Indiana, Illinois,
Wisconsin, and the District of
Columbia.
Our footprint includes a wide
diversity of generation, including
natural gas, wind, coal, nuclear,
and solar. The map helps to
show this diversity, and provides a
small sample of the different types
of generation within the RF
footprint.
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The Lighthouse
By: Lew Folkerth, Principal Reliability Consultant

Compliance Guidance
In this recurring column, I explore various CIP issues. I
share with you my views and opinions, which are not
binding, but rather are intended to provoke discussion
within your entity and to be helpful to you as you and
your entity strive for continuous improvement in the
reliability, security, resiliency, and sustainability of your
CIP compliance programs. There are times that I may
also discuss areas of the standards that other entities
may be struggling with and attempt to share ideas to
overcome their known issues. As with lighthouses, I can't
steer your ship for you, but perhaps I can help shed light
on the sometimes stormy waters of CIP compliance.

Q

I’m having trouble understanding a CIP
Requirement. Where can I go for guidance on
what a Requirement means or how to
implement it?

A

The nature of compliance guidance available to
you is changing. In this column, I will discuss
compliance guidance and show you when and how to
use it. I will also give you pointers for reducing your
dependency on compliance guidance.

incorporated into either Implementation Guidance or
CMEP Practice Guides. Examples of this ongoing effort
are numerous. First, most of the CIP Version 5
Frequently Asked Questions and Lessons Learned have
been incorporated into Implementation Guidance.
Second, the Compliance Application Reports have been
removed from the NERC web site and if they return,
they will probably return as Implementation Guidance.
Third, and nally, there was some informal discussion
at this June's NERC CIPC meeting that some of the
sections within the NERC Standards, such as Guidelines
and Technical Basis, could be moved to independent
documents and published as Implementation Guidance.
As new compliance guidance is created, or as existing
guidance documents are revised, expect to see them
appear in the new framework as Implementation
Guidance or CMEP Practice Guides.
Reducing Dependence on Compliance Guidance

While compliance guidance can be useful, using
guidance as the primary basis for high-value decisions
may not be wise. The following points are, in my
opinion, reasons to minimize reliance on compliance
What is compliance guidance?
guidance:
Compliance guidance is any document that assists the
Ÿ Implementation Guidance and CMEP Practice Guides
ERO Enterprise (NERC and the Regional Entities) and
are subject to change based on actions outside of
industry in reaching a common understanding on how
ballot body or Applicable Governmental Authority
compliance with a NERC Reliability Standard (Standard)
approval.
can be achieved and demonstrated. NERC’s
Ÿ While compliance guidance may assist us in
Compliance Guidance Policy, enacted in November of
understanding what a Standard means, it cannot
2015, directs a major shift in the way compliance
change the plain language of
guidance documents are developed,
the Standard.
reviewed, approved, and published. The
Compliance Guidance Policy
Ÿ A formal Interpretation may
Compliance Guidance Policy identies
cause some compliance
two types of compliance guidance,
Implementation Guidance: Examples or
guidance to become obsolete.
Implementation Guidance and CMEP
approaches to illustrate how Registered Entities
Practice Guides (see sidebar).
Ÿ Compliance guidance does
could comply with a Reliability Standard.
not go through the same
CMEP Practice Guides: Address how
Under the Compliance Guidance Policy,
development and approval
Compliance Monitoring and Enforcement
any new compliance guidance and all
Program (CMEP) staff execute compliance
process as a Standard.
existing compliance guidance will be
monitoring and enforcement activities.

Mission Point, MI – Photo: L Folkerth

In light of these limitations, I offer the following
suggestions for ensuring compliance with the Reliability
Standards and for reducing your dependence on
compliance guidance:
A. Read the Standard Carefully
It is commonly understood that the NERC Reliability
Standards are mandatory and enforceable. But what
does not appear to be widely understood is that only
certain parts of a Standard are approved by an
Applicable Governmental Authority (FERC in the U.S.) as
mandatory and enforceable. Those parts are listed in the
Standard Processes Manual (NERC Rules of Procedure
Appendix 3A) at the end of Section 2.5:
“The only mandatory and enforceable components
of a Reliability Standard are the:
(1) applicability,
(2) Requirements, and the
(3) effective dates.
The additional components are included in the
Reliability Standard for informational purposes, to
establish the relevant scope and technical paradigm,
and to provide guidance to Functional Entities
concerning how compliance will be assessed by the
Compliance Enforcement Authority.” [reformatted
from original]
The “Glossary of Terms Used in NERC Reliability
Standards” (NERC Glossary) contains terms and

Continued on page 13
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Continued from page 12

denitions that are also approved by an Applicable
Governmental Authority (see Standard Processes Manual
Section 5.2). Whenever these terms appear in a
Standard, they are capitalized. For example, if a Standard
uses the term “Facility” it is referring to the NERC
Glossary denition. If it uses “facility,” then the common
meaning of the term applies.

means, and has always meant. That is why there is never
an implementation plan for an Interpretation. The
Interpretation becomes effective when approved by an
Applicable Governmental Authority and claries what the
Standard has meant since the Standard became effective.
The development of Interpretations is governed by the
Standard Processes Manual, Section 7.

The text of the Reliability Standard includes the
Applicability and Requirements. Effective dates may be
included in the Standard, but are more frequently
specied in a separate implementation plan document
that is approved by an Applicable Governmental
Authority along with the Standard.

When I am reading a Standard or Requirement, I focus
on the enforceable language. I refer to compliance
guidance only when the plain language of a Requirement
is insufcient to explain the full meaning of the
Requirement. When studying a Requirement, I sometimes
condense the Requirement into a document containing
only the enforceable language. Figure 1 gives an
example of this approach for CIP-005-5 R2, Interactive
Remote Access Management. Note that I include terms
from the NERC Glossary that, when read along with the
Standard, will help me understand the Requirement. I
also include the text of any applicable Interpretations. If
you adopt this technique, be careful not to change the
language of the Standard. You can modify the formatting,
but the language of the Standard must remain intact.

A Reliability Standard may also include formal
Interpretations (note the capital “I”) that, when approved
by an Applicable Governmental Authority, become a
mandatory and enforceable part of the Standard.
Interpretations are a clarication of what the Standard
Figure 1 - The Enforceable Parts of CIP-005-5 R2

B. Make Sure You Understand the Meaning of
Key Terms
In reading a Standard, it is very important that you
understand the meaning of each term used in any of the
enforceable language. There are many resources
available for this. NERC documents that contain
denitions include:
NERC Glossary: Terms used in a Reliability Standard
that appear in the NERC Glossary are capitalized; read
the denition of each term just as carefully as you read
the language of the Standard. These terms are part of
the mandatory and enforceable language of the
Standard.
NERC Rules of Procedure Appendix 2: This
document contains the denitions of many terms, some
of which may be applicable to a Standard.
Verbs Used in Reliability Standards: This list

appears in Attachment A of the Drafting Team
Reference Manual, and is a list of verbs used in the
Standards and their denitions.
Other, less ofcial, sources of denitions include:
Merriam-Webster’s Collegiate Dictionary, 11th
Edition: This is, unofcially, the preferred dictionary of
the ERO.
Other Dictionaries: In the cases where MerriamWebster is unhelpful, other dictionaries may be used. I
suggest referring to a paper dictionary, not an online
dictionary. One that I use frequently is the American
Heritage Dictionary of the English Language, 5th
Edition. For example, the term “vendor” in the
denition of Interactive Remote Access (see Figure 1) is
not a dened term in any of the NERC sources.
Merriam-Webster's denition isn't helpful. The American
Heritage denition, “2. One who provides products or
services to a business for a fee,” works well in this
context.
If a term is used in another Standard, examine the
meaning of the term in that Standard. Be careful that you
consider the context of the use of the term in each
Standard.
C. Make Sure You Understand the Key Concepts
of the Standard
The Standards do not exist in a vacuum. The language of
each Requirement assumes some knowledge of the
general subject area covered by the Requirement. I think
of this underlying subject matter as “key concepts.”
When I'm providing outreach or training on a
Requirement, I nd that identifying the key concepts helps
me organize my thinking about the Requirement. I also
communicate the key concepts if my audience is not fully
conversant with them. This provides a common
foundation on which to build understanding of the
Requirement. For example, if I am providing training on
CIP-005-5 R2, Interactive Remote Access Management, I
use the key concepts shown in Figure 2. Keep in mind
that these “key concepts” are something I have made up,

Continued on page 14
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Continued from page 13

Figure 2 - Key Concepts

and that they are not vetted or part of any ofcial
document.
D. Prioritize Your Use of Compliance Guidance
I generally refer to compliance guidance in the following
order:
1. Guidance contained in the Standard, such as
Purpose, Background, Rationale, or Guidelines and
Technical Basis.
2. Approved Implementation Guidance or CMEP
Practice Guides. I will include the active
Compliance Application Notices in this review until
they are superseded.
3. The Reliability Standard Auditor Worksheet (RSAW)
for that Standard. The RSAW is the auditor's tool
that is the basis for audit activities. In some cases
the way the RSAW is worded may shed light on the
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meaning of a Requirement.
4. Compliance documents from the RF web site. For
example, the RF version of the CIP Version 5
Evidence Request is located in the CIP Document
Library.
5. “Compliance Tools and Auditor Resources” on the
NERC web site.
6. “ERO Enterprise Compliance Auditor Manual” on
the NERC web site.
7. The FERC order approving the Standard. Referring
back to the order provides signicant guidance as
to how a governmental authority read the
language. The order also outlines the Standard's
intended purpose.
8. The development record of the Standard. This is
led with FERC as part of NERC's petition for
approval. The drafting team's consideration of
comments can sometimes be useful in determining
the intended meaning of the Standard.
9. NERC and Regional Entity newsletters, webinars,
conference presentations, white papers, etc. These
typically receive a review at the NERC or the
Regional Entity level before they are published.
E. RF Assist Visits and Other Outreach Activities
RF developed and maintains an “Assist Visit” program.
This program is available to all entities registered with
RF. Assist Visits are a form of targeted training, and
provide a useful way to discuss topics of interest with
staff from multiple RF departments. They may be as
simple as a short conference call or webinar, or they
may involve an on-site visit by RF staff. See “Requests for
Assistance” below.
RF also holds Compliance Workshops twice a year.
Details are always posted on the RF web site.
F. Be Critical of New or Revised Standards
One of the best ways to reduce your need to rely on
compliance guidance is to ensure that the Standards are

written to be clear and unambiguous. Registered Entities
can take several steps to help out in this area.
Whenever a new or revised Standard is posted for
comment or ballot, be sure to use the techniques
described above to make sure the enforceable parts of
the Standard are clear and understandable, that you will
be able to implement the Standard, and that upon
implementation you will be able to produce evidence of
compliance that will demonstrate clearly to an audit
team that you have complied with the Standard. After
performing this review, if you identify issues, be sure to
highlight those issues by submitting a comment on the
Standard.
Another option is to volunteer your services on a
Standard Drafting Team. Also, if you are a member of a
trade association, make sure your association's vote
reects your views.
Conclusion
I encourage you to read the Compliance Guidance
Policy I referenced above. This will give you a picture of
where compliance guidance is heading and will help you
to know any of the limits associated with future
guidance. I also encourage you to try the techniques
above the next time you have a question about a
Standard. Please let me know how they work for you.
Requests for Assistance
If you are an entity registered within RF and believe you
need assistance in sorting your way through this or any
compliance related issue, remember RF has the Assist
Visit program. All you need to do is submit an Assist
Visit Request via the rrst.org web site here.

Feedback
Please share any feedback you may have on these
articles. Suggestions for topics are always
appreciated. I may be reached here.

n

Regulatory Affairs
Down to One Commissioner,
the U.S. Senate Considers
FERC Nominees
FERC is down to just one commissioner –
Acting Chairman Cheryl LaFleur – after the
recent departure of Commissioner
Honorable, who last month stepped down
from the Commission at the end of her rst
term rather than seeking a second.

Neil Chatterjee

By law, FERC is required to have a
minimum of three members to issue orders
and conduct regularly scheduled business.
The Commission has been short of this
quorum requirement since February and
has not held any regularly scheduled
meetings since then.

The Senate could soon restore FERC’s
quorum as it is currently considering the
nominations of Robert Powleson and Neil
Chatterjee. Nominated by President Trump
in May, the Senate Energy and Natural
Robert Powleson Resources Committee approved the pair in
June by a 20-3 vote. Powleson and
Chatterjee now await approval by the full
Senate before taking their seats on the
Commission.

Richard Glick

Joining Powleson and Chatterjee as
nominees and prospective members of
FERC are Richard Glick and Kevin McIntyre.
Glick is Democratic General Counsel for
the Senate Committee on Energy and
Natural Resources. This is the same
Committee that will consider his
nomination.
As for McIntyre, he is a partner with the
Cleveland based law rm, Jones Day, coleader of the energy and practice group. If
conrmed McIntyre will take over for
LaFleur and serve as Chairman.
It remains unclear when the Senate will
advance their nominations.

Kevin McIntyre
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FERC Reliability Technical Conference
On June 22, 2017, FERC hosted a technical conference in
Washington, D.C. on policy issues related to the continued
reliability of the bulk power system. The conference
proceeded in four parts with individual panels focusing
respectively on: (1) the state of reliability; (2) international
perspectives on reliability from Canada, Mexico, and
Europe; (3) potential disruptions to the Bulk Power System;
and (4) grid security.
Beginning the day, the state of reliability panel opened
with remarks from NERC and DOE ofcials, a state
commissioner from Ohio, and members of policy groups
and industry associations. This group, which included
Gerry Cauley, President and CEO of NERC, provided an
overview of the state of reliability, including reliability
trends and risks. The group also discussed the role of
Standards in ensuring continued reliability; what, if any
actions are needed to improve the Standards; the role of
non-Standards related actions in resolving reliability
issues; and reliability improvements resulting from lessons
learned from major events.
The second panel, consisting of energy ofcials from
Canada, Mexico, and Europe, focused on international
perspectives and approaches toward the changing
generation mix and distributed energy resources;

FERC Reviews
Compliance Programs
FERC staff, in coordination with NERC, recently
completed its annual oversight review of the Find Fix
and Track (FFT) and Compliance Exception (CE)
programs. The review evaluated 23 of the 46 possible
violations posted by NERC during a one year period
between October 2015 and September 2016. FERC
staff also reviewed 100 instances of noncompliance
processed as CEs during that same time. The
reviewers found that 97.5% of the time, the Regional
Entities appropriately categorized and processed the
sampled violations, and that all of the sampled
violations were adequately remediated. After the
review, FERC concluded that that FFT and CE
programs are “meeting expectations.”

expanding energy markets; and transmission planning.
In the afternoon, the third and fourth panels featured
discussions of potential threats and issues relating to
physical and cyber security. During the third panel,
members of the Commission and the panelists discussed
potential large scale and long term disruptions to the grid
and the importance of grid resilience. The panel focused
heavily on the threat posed by an electromagnetic pulse
(EMP), and also discussed current research efforts at
facilities such as Los Alamos, and the need to move
beyond regional black-start preparedness to a nationwide
approach capable of responding to a long-term and widescale blackout.
The fourth panel on grid security featured multiple
perspectives and included members from NERC, AEP, the
New Hampshire Public Utilities Commission, and the
Department of Homeland Security. This panel focused on
recent threats such as the attacks on Ukraine and the
WannaCry virus, and underscored the need to stay vigilant
in the security arena. Panelists discussed the effectiveness
of controls both within and outside of the CIP Standards,
and encouraging a strong cyber workforce.
An archived video of the full conference can be found
online here on the FERC website.

NERC Files Petition with FERC to
Approve Revisions to NERC
Rules of Procedure
On June 26, 2017, NERC led a petition with FERC
requesting the approval of its proposed revisions to the
NERC Rules of Procedure. The revisions address Sections
600 and 900 and come as a part of NERC's
comprehensive review to “modernize and align the
language of the Rules of Procedure with current ERO
practices.” The changes to Section 600 clarify the scope,
structure, and responsibilities of the Personnel Certication
Program, and the changes to Section 900 clarify the scope
and governance structure of the Training and Continuing
Education Programs.

n

In the Industry
Reminder – NERC Alert Responses Due on August 31, 2017

NERC issued an Industry
Recommendation Level 2
Alert on June 20, 2017
entitled, “Loss of Solar
Resources during
Transmission Disturbances due to Inverter Settings”.
The Alert was distributed to Balancing Authorities
(BA), Generator Owners and Operators (GO and
GOP), Transmission Owners and Operators (TO and
TOP), and Reliability Coordinators (RC). Alert
recipients are required to log into the NERC Alert
system to view and download the Alert and its
attachments, and distribute the material to the
appropriate parties for response.
All registered GOs, GOPs, RCs, BAs, and TOPs are
required to respond to the questions as instructed in
the Alert. TOs are not required to submit a response
to the questions. This is a reminder that responses
are required to be submitted via the NERC Alert
system by Midnight EDT on August 31, 2017.
ReliabilityFirst strongly recommends that any entity
with inverter-based equipment connected to the BPS
review NERC’s “1,200 MW Fault-Induced Solar
Photovoltaic Resource Interruption Disturbance
Report”.
If your inverter-based equipment is susceptible to the
conditions identied in the report that caused
unnecessary tripping or momentary cessation of
operation, you are encouraged to implement the four
recommendations in the Alert.
Background
On August 16, 2016 a disturbance in the Western
Interconnection resulted in the loss of approximately
1,200 MW of utility-scale solar photovoltaic (PV)
generation connected to the bulk power system (BPS).
Page 16
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A joint NERC and Western Electricity Coordinating
Council (WECC) task force investigated this event and
found the loss of inverter power injection was due to
a perceived low-frequency condition and low-voltage
momentary cessation of the inverters. The task force
produced the “1,200 MW Fault-Induced Solar
Photovoltaic Resource Interruption Disturbance
Report”, which found that inverters are susceptible to
tripping during transients generated by faults on the
power system.
To address the actions and recommendations from
the disturbance report, NERC announced the
formation of the Inverter-Based Resource
Performance Task Force (IRPTF), reporting to the
NERC Planning and Operating Committees. The
purpose of the joint task force is to explore the
performance characteristics of utility-scale inverterbased resources (e.g., solar PV and wind power
resources) directly connected to the BPS.
This task force will build off of the experience and
lessons learned from the NERC-WECC task force
created to investigate the loss of solar PV resources
during the August 16, 2016 event and other faultinduced solar PV resource loss events. The IRPTF will
address many of the recommendations from the
disturbance report, including additional system
analysis, modeling, and review of inverter behavior
under abnormal system conditions.
Click here for: Announcement
Click here for: Disturbance Report
Click here for: IRPTF Scope
Recommended performance characteristics will be
developed along with other recommendations related
to inverter-based resource performance, analysis,
and modeling.

Technical experts in the following areas are
encouraged to participate in the task force:
Ÿ
Ÿ

Ÿ

Ÿ

Ÿ
Ÿ

Understanding of inverter design, controls, and
manufacturing for inverter-based resources
Plant-level controls and the relationship
between these controls and individual inverter
controls
Inverter-based resource performance
characteristics, particularly performance under
abnormal voltage and frequency conditions,
phase angles changes, phase lock loop
dynamics, and other performance
characteristics
Performing transient stability simulations and
modeling of inverter-based resources, including
modeling and model parameters for these
resources
Performing model verication testing for
inverter-based resources
BPS angular, frequency, and voltage stability,
particularly under high penetration of inverterbased resources

TASK
FORCE
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In the Industry
FERC, NERC, Regional Entity Joint Review of
Restoration and Recovery Plans
On June 9, 2017, participants from
FERC, NERC, and the eight Regional
Entities working together as a joint
study team issued a Joint Report on
Restoration and Recovery Plans.
This report builds off of a January
2016 report that assessed Registered
Entities’ (Entities) plans for restoration and recovery of
the bulk-power system following a widespread
outage or blackout.
The current report focuses on the potential impact of
the loss of SCADA, Energy Management System
(EMS), or Inter-Control Center Communications
Protocol (ICCP) functionality on system restoration,
and the manner in which that impact could be
addressed and mitigated.
The report assessed Entities’ system restoration plan
steps that may be difcult in the absence of SCADA,
ICCP data, or EMS and identied best practices that
can be leveraged to expedite system restoration
despite the loss of such systems.

FERC, NERC, and the Regional Entities gathered
information from a representative sample of eight
volunteer Entities to help craft the report. RF actively
participated in all stages of the report and two of
the eight volunteer Entities came from the RF
Region.
The report identies ve recommendations and two
observed benecial practices for Entities.
Recommendations:
1.

Planning for backup communications measures

2.

Planning for personnel support during system
restoration absent SCADA or EMS

3.

Planning backup power supplies for extended
periods of time

4.

Using analysis tools for system restoration

5.

Incorporating loss of SCADA or EMS scenarios in
restoration training

n
o
i
t
a
r
R esto ry
e
R ecov
P lan
Observed Benecial Practices:
1.

Consideration of on-site fuel shelf life for backup
generators

2.

Backup applications to calculate scheduled
versus actual interchange (Area Control Error)

The joint study team considers all ve of the
recommendations appropriate for all Registered
Entities responsible for system restoration. The joint
study team found that, overall, all eight participants
would remain capable of executing their restoration
plan without SCADA/EMS availability.
You can read the report here.

Department of Energy Makes Investment in Grid Reliability and Resiliency
On June 21, 2017, the Department of Energy (DOE) announced that it was awarding $7.5 million for a ve-year joint project between the United States and
India. India’s Ministry of Science and Technology plans to match the DOE’s commitment to the project, which is designed to help advance the reliability and
resiliency of the power grid in both countries. The project will specically focus on the research and deployment of smart grid and energy storage
technologies in an effort to modernize the grid and pave the way for the incorporation of more distributed energy resources.
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Standards Update

This recurring column provides our Registered Entities with relevant and recent updates to the Reliability Standards and Requirements. As
we have noted before, this column does not cover all updates to Reliability Standards, but we will focus on updates that might be of more
signicant interest to the industry. Please take note of the following changes to Standards and progress on new and revised Standards.

Recent and Upcoming Standards
Enforcement Dates
October 1, 2017
Ÿ COM-001-3 Communications
Ÿ IRO-002-5 Reliability Coordination Monitoring and Analysis
January 1, 2018
Ÿ BAL-002-2 Disturbance Control Standard Contingency Reserve for Recovery from a Balancing
Contingency Event
Ÿ PRC-026-1 Relay Performance During Stable Power Swings (Requirement 1)
April 1, 2018
Ÿ IRO-018-1 Reliability Coordinator Real-time Reliability Monitoring and Analysis Capabilities
Ÿ TOP-010-1 Real-time Reliability Monitoring and Analysis Capabilities
July 1, 2018
Ÿ CIP-009-6 Cyber Security Recovery Plans for BES Cyber Systems (Requirement 2.3)
Ÿ CIP-010-2 Cyber Security Conguration Change Management and Vulnerability Assessments
(Requirements 3.2, 3.2.1, 3.2.2) –
Ÿ MOD-026-1 Verication of Models and Data for Generator Excitation Control System or Plant
Volt/Var Control Functions (Requirements R2, 2.12.1.6)
Ÿ MOD-027-1 Verication of Models and Data for Turbine/Governor and Load Control or Active
Power/Frequency Control Functions (Requirements R2, 2.12.1.5)
Ÿ TOP-001-4 Transmission Operations
Ÿ TPL-007-1 Transmission System Planned Performance for Geomagnetic Disturbance Events
(Requirement 2)
September 1, 2018
Ÿ CIP-003-6 Cyber Security Security Management Controls (Requirement 2, Att. 1, Sec. 2 and
3);
January 1, 2019
Ÿ TPL-007-1 Transmission System Planned Performance for Geomagnetic Disturbance Events
(Requirement 5)
January 1, 2020
Ÿ PRC-026-1 Relay Performance During Stable Power Swings (Requirements 2-4)
July 1, 2020
Ÿ PRC-002-2 Disturbance Monitoring and Reporting Requirements (50% compliance for
Requirements 2-4, 6-11)
January 1, 2021
Ÿ TPL-007-1 Transmission System Planned Performance for Geomagnetic Disturbance Events
(Requirement 6, 6.1-6.4)
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Recent and Upcoming Standards
Enforcement Dates
January 1, 2022
Ÿ TPL-007-1 Transmission System Planned Performance for Geomagnetic Disturbance Events
(Requirements 3,4,7)
July 1, 2022
Ÿ PRC-002-2 Disturbance Monitoring and Reporting Requirements (Requirements 2-4, 6-11)
Ÿ VAR-501-WECC-3 – Power System Stabilizer (Requirement 3 has an effective date of July 1,
2022 for units placed in service prior to nal regulatory approval.)

RF Regional Standard Update
The ReliabilityFirst Planning Resource Adequacy Analysis, Assessment and Documentation (BAL502-RF-03) Standard was unanimously approved by the RF Board on June 1, 2017. The draft
Standard was also posted on the NERC website for the required 45-day NERC posting (April 28,
2017 through June 12, 2017). Two entities provided positive responses. RF is currently working
with NERC staff on preparing for upcoming NERC BoT approval in August.

FERC Issuances
On May 30, 2017, FERC issued a letter order approving amendments to the Texas Reliability
Entity, Inc. bylaws and Regional Reliability Standards development process.

RSAW’s Released/Revised
A new Reliability Standard Audit Worksheet (RSAW) for COM-001-3 (Communications) has been
posted to the RSAW home page under the heading 'Current RSAWs for Use.' COM-001-3
becomes effective on October 1, 2017.
A new Reliability Standard Audit Worksheet (RSAW) for IRO-002-5 (Reliability Coordination –
Monitoring Analysis) has been posted to the RSAW homepage under the heading “Current
RSAWs for Use.” IRO-002-5 becomes effective on October 1, 2017.

n

Standards Update

This recurring column provides our Registered Entities with relevant and recent updates to the Reliability Standards and Requirements. As
we have noted before, this column does not cover all updates to Reliability Standards, but we will focus on updates that might be of more
signicant interest to the industry. Please take note of the following changes to Standards and progress on new and revised Standards.

General NERC Standards News
Final Recommendations and Consideration of Comments Posted for Project 2016EPR-02

Notable NERC Filings

The Enhanced Periodic Review of the Voltage and Reactive Standards has been completed. The
Final Recommendations and Consideration of Comments have been posted on the project page.
The following Standards were reviewed:
Ÿ

VAR-001-4.1 – Voltage and Reactive Control

NERC submitted the following in April 2017:

Ÿ

VAR-002-4 – Generator Operation for Maintaining Network Voltage Schedules

Ÿ

For information on the Standards Development Process, refer to the Standard Processes Manual.

an errata to the March 27, 2017 petition for approval of proposed Emergency Operations
Reliability Standards.

Resources Posted

NERC submitted the following in May 2017:

NERC has posted the streaming webinar and slide presentation from the June 7, 2017 Project
2016-04 – Modications to PRC-025-1 webinar.

Ÿ

NERC has posted the streaming webinar and slide presentation from the July 12 IRO-002-5 and
TOP-001-4 Requirement Training webinar. The presentation provides an overview of the changes
in IRO-002-5 and TOP-001-4. IRO-002-5 will be effective on October 1, 2017 and TOP-001-4
will be effective on July 1, 2018.

the Geomagnetic Disturbance (GMD) research work plan informational ling.

NERC submitted the following in June 2017:
Ÿ

a petition for approval of amendments to the Western Electricity Coordinating Council
Regional Reliability Standards Development Procedures;

Ÿ

Several new Standards projects and new project phases are underway. Projects are described on
the NERC Standards website, along with links to all drafts, voting results, and similar materials.
Recent additions include the following projects:

an informational ling regarding updates to the Western Electricity Coordinating Council web
locations of certain Tables referenced in the Applicability Section of two mandatory and
enforceable Regional Reliability Standards, FAC-501-WECC-1 (Transmission Maintenance)
and PRC-004-WECC-2 (Protection System and Remedial Action Scheme Misoperation)
informational ling regarding updates to the Western Electricity Coordinating Council web
locations of certain Tables referenced in the Applicability Section of two mandatory and
enforceable Regional Reliability Standards, FAC-501-WECC-1 (Transmission Maintenance)
and PRC-004-WECC-2 (Protection System and Remedial Action Scheme Misoperation);

Ÿ

a petition for approval of proposed Rules of Procedure revisions;

Current and upcoming Ballots

Ÿ

an informational ling regarding the Light-Load Case Study of the Eastern Interconnection;

Ÿ

a report that provides the results of a study of the remote access protections required by
NERC's Critical Infrastructure Protection (CIP) Reliability Standards. NERC completed the study
consistent with the FERC directive in Order No. 822 to perform a study to assess: (1) the
effectiveness of the controls in the CIP Reliability Standards to mitigate known remote access
vulnerabilities; (2) the risks posed by remote access-related threats and vulnerabilities; and
(3) appropriate mitigating controls for any identied risks.

New Standards Projects

Ÿ

Project 2013-03 Geomagnetic Disturbance Mitigation | TPL-007-2; Initial Ballot and Nonbinding Poll ; 08/02/17-08/11/17

Posted for Comment
Ÿ

2017 Periodic Review Standing Review Team| Standards Grading; Comment Period;
06/19/17-08/02/17

Ÿ

Project 2013-03 Geomagnetic Disturbance Mitigation| TPL-007-2; Comment Period;
08/02/17-08/11/17
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Watt’s Up at RF
Protecting and Ensuring the
Reliability and Security of our
Electric Grid

is honored to be
recognized as a
TOP WORKPLACE

Forward Together • ReliabilityFirst
rrst.org

ReliabilityFirst has
Career Opportunities
RF’s core mission is to preserve and enhance the
bulk power system reliability and security within
the RF footprint. In doing so, RF is committed to
supporting the efforts and serving as an extension
of the North American Electric Reliability
Corporation (NERC) in its mission as the Electric
Reliability Organization (ERO) to ensure the
reliability of the bulk power system in North
America.
RF currently has employment opportunities within
its Compliance Monitoring and Entity
Development areas. These positons offer
opportunities to collaborate, coach, and monitor
Registered Entities that function as users, owners
and/or operators of the Bulk Electric System. If
you are interested in joining our dynamic team or
would like more information, click here.

REGISTER
Page 20

Issue #4 July/August 2017

RF Summer Outing
Fresh air, sunshine and festivities were the ingredients for the RF Summer
Outing this year. RF staff and their families got to enjoy time with each
other eating barbeque, playing corn hole, and receiving custom balloon
animals and hats from a balloon artist.
A highlight of the day was kids getting up close and personal with several
exotic bugs, animals and reptiles!

n

Watt’s Up at RF
will be held in New Jersey
September 27-28, 2017

Click here for details

RF Initiates CIP Low Impact
Focus Group
RF staff is facilitating a focus group intended to assist entities in implementing
the physical and electronic access controls for low impact BES Cyber Systems
required by CIP-003-6 and, as appropriate, CIP-003-7. A kickoff meeting was
held on July 18, with about 120 entity representatives attending.
Monthly meetings are planned for the future, along with periodic workshops
addressing specic topics. The meetings and workshops will be conducted as
webinars. Recordings and presentations will be posted on the RF web site for
those unable to attend. A mailing list is available for discussions within the
group. Membership details are available on the RF web site here.

2017 Fall Workshop SAVE
DATE
Cleveland, OH
THE

ReliabilityFirst Board of
Directors and
Committee Meetings

September 26-28, 2017
Embassy Suites
5800 Rockside Woods Boulevard
Independence, OH 44131

Click here to Register

Protection System Workshop
August 15-16, 2017
The RF Reliability Assessment and Performance Analysis (RAPA) group is
sponsoring a third protection system educational workshop for substation
eld personnel and others that may be interested on August 15-16, 2017,
at our ofce in Cleveland, Ohio. Sign-up today to attend.
Should you have any questions, they may be directed to either Jeff Mitchell
or John Idzior.

@RFirst_Corp
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RF Calendar of Events
Complete calendar is located on the RF website
Date

Meeting Details

Location

Aug 15-16

Protection System Workshop

Sep 04

Labor Day - Office Closed

Cleveland

Sep 26-28

RF Fall Reliability Workshop and CIP Workshop

Sep 27-28

Board of Directors and Com m ittee Meetings

Nov 23-24

Thanksgiving Holiday - Office Closed

Nov 29
Nov 30
Dec 14
Dec 25-26

Board of Directors and Com m ittee Meetings
Board of Directors Meetings
Quarterly Staff Meeting and Winter Social
Christm as Holiday - Office Closed

Cleveland
New Jersey

SHARE YOUR FEEDBACK
Washington, DC
Washington, DC
Cleveland

Please email any ideas or suggestions
for the newsletter to
prcommrequest@rﬁrst.org

SUBSCRIBE TO THE NEWSLETTER
Click Here

What’s Happening In Wisconsin
Included in his proposed 2017-19 State Budget, Wisconsin Governor Scott Walker has proposed a large-scale emergency
response exercise to simulate the response to a wide-scale disruption of electrical power and conventional communication
systems cause by a cyberattack. Coined “Operation Dark Sky,” the budget allocates $325,000 for the large-scale, multi-state,
multi-disciplinary domestic operations exercise the Department of Military Affairs intends to execute in May, 2018. The state
budget awaits legislative passage.
The Public Service Commission of Wisconsin (PSCW) continues to build on its efforts to develop communication and cooperation
with utilities regarding the threat to electric reliability posed by cyber and physical attacks. The PSCW held a security summit with
utilities a year ago to discuss the threats and to lay the foundation for ongoing collaboration to protect critical utility infrastructure.
As a result, a public-private partnership is developing. Utilities are now sharing security information with the PSCW and
Wisconsin's Department of Military Affairs, as well as planning, coordinating, and participating in exercises with state and federal
government agencies.
The PSCW is now updating its Energy Assurance Plan (EAP), which provides a framework for the state's response to an energy
emergency of any kind. The plan provides detailed and condential information regarding the state's approach to restoring
power, fuel, and natural gas. It outlines a formal process for evaluating the severity of an energy shortage and a range of
responses based upon those evaluations. The EAP emphasizes preparedness, coordination, and exibility, while also promoting
coordination and mutual support between the efforts of the energy sector and state government. The plan expands upon
Wisconsin Emergency Management's “Emergency Support Function-12”, or ESF-12.
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AEP ENERGY PARTNERS
AES NORTH AMERICA GENERATION
ALLEGHENY ELECTRIC COOPERATIVE, INC
AMERICAN ELECTRIC POWER SERVICE CORP
AMERICAN TRANSMISSION CO, LLC
APPALACHIAN POWER COMPANY
BUCKEYE POWER INC
CALPINE ENERGY SERVICES, LP
CITY OF VINELAND, NJ
CLOVERLAND ELECTRIC COOPERATIVE
CMS ENERGY RESOURCE MANAGEMENT CO
CMS ENTERPRISES COMPANY
CONSUMERS ENERGY COMPANY
DARBY ENERGY, LLLP
DATACAPABLE, INC
THE DAYTON POWER & LIGHT CO
DOMINION ENERGY, INC
DTE ELECTRIC
DUKE ENERGY SHARED SERVICES INC
DUQUESNE LIGHT COMPANY
DYNEGY, INC
EDISON MISSION MARKETING AND TRADING, INC.
EXELON CORPORATION
FIRSTENERGY SERVICES COMPANY
HAZELTON GENERATION LLC
HOOSIER ENERGY RURAL ELECTRIC COOPERATIVE, INC
ILLINOIS CITIZENS UTILITY BOARD
ILLINOIS MUNICIPAL ELECTRIC AGENCY
INDIANA MUNICIPAL POWER AGENCY
INDIANAPOLIS POWER & LIGHT COMPANY

INTERNATIONAL TRANSMISSION COMPANY
LANSING BOARD OF WATER AND LIGHT
LINDEN VFT, LLC
MICHIGAN ELECTRIC TRANSMISSION CO, LLC
MICHIGAN PUBLIC POWER AGENCY
MIDCONTINENT INDEPENDENT SYSTEM OPERATOR, INC
MORGAN STANLEY CAPITAL GROUP, INC
NEPTUNE REGIONAL TRANSMISSION SYSTEM, LLC
NEXTERA ENERGY RESOURCES, LLC
NORTHERN INDIANA PUBLIC SERVICE COMPANY
OFFICE OF PEOPLE’S COUNSEL, DISTRICT OF COLUMBIA
OHIO POWER COMPANY
OHIO VALLEY ELECTRIC CORPORATION
OLD DOMINION ELECTRIC COOPERATIVE
PENNSYLVANIA OFFICE OF CONSUMER ADVOCATE
PJM INTERCONNECTION, LLC
PPL ELECTRIC UTILITIES CORPORATION
PROVEN COMPLIANCE SOLUTIONS, INC
PUBLIC SERVICE ENTERPRISE GROUP, INC
ROCKLAND ELECTRIC COMPANY
SOUTHERN MARYLAND ELECTRIC COOPERATIVE, INC
TALEN ENERGY
TENASKA, INC
TENNESSEE VALLEY AUTHORITY
UTILITY SERVICES, INC
VECTREN ENERGY DELIVERY OF INDIANA, INC
WABASH VALLEY POWER ASSOCIATION, INC
WISCONSIN ELECTRIC POWER COMPANY
WOLVERINE POWER SUPPLY COOPERATIVE, INC

